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DCOM Setup Procedure

You need to configure DCOM on both server and client machines.

e Configure your computer to be a member of your Network
e System-wide DCOM Setup
e OPC Server-specific DCOM Setup
e OPCEnum Setup
e Configure Local Security Policies
e Add Firewall exceptions
o OS-specific Setup
— Recommend to disable UAC & DEP on Win7, Win2008 & Win2012.
e Checks for In-proc OPC Server
— Most OPC servers are out-of-Proc, Clients can connect to the server remotely.

— In-proc OPC Servers do not allow connections from remote clients. You may need
additional components (OPC Server for DA client) or DCOM Tunneller.
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Network & User Account Setup

e Configure your computer to be a member of your network (Domain or Workgroup)

— Workgroup users: Client’s logon account and password must be registered on the server PC.
And client must log-on by the registered account.

**QOPC Server & client PCs do not need to use the same account and password, though most
DOCM manuals recommend to do so.

Domain users: Logon ID and PW will be managed by Domain Server. No need to add logon
account on individual PCs.

e Add Windows user account
— In the Start menu, type “lusrmgr.msc” and then click OK.
— Add user account or group and setup password for that account.

= Run Iﬁ

== Typethe name of a program, folder, docurment, or Internet
rescurce, and Windows will open it for you,

Open: | [TEINITIRARS -

";' This task will be created with administrative privileges.

| ok || Cancel || Browse.

ee—— —
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System-wide DCOM Setup

e From the Start menu, type “dcomcnfg” in the run command and then click OK
e Alternatively, go to Control Panel > Administrative Tools > Component Services

= = e

2. File Action View Window Help
Type the name of a program, folder, docurmnent, or Internet

rescurce, and Windows will cpen it for you, @l |$ | E | x B Lt | | |E E %

Open:  dcomenfq| - L3 Console Root Name
& .
4 #. Component Services “| COM- Applications

| DCOM Config

g

B This task will be created with administrative privileges. { .
4 | Computers

s (1l My Compute

[ o ] ’ — ] ’ Po— ] . @ Evert Viemer (anaﬁl Refresh all components y

» L services (Local) View \

Mew Window from Here

Export List...

Properties

Help
I
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System-wide DCOM Setup

—— |

-R"I],r Computer Properties
Default Protocols I COM Security I MS[_]TC | | General | Options | Default Properties
General | Options | Defauit Properties Defautt Protocols | COMSecuity |  MSDTC
Enable Distibuted COM on this computer OCOM Protocals
|| Enable COM Intemet Services on this computer il Connection-oriented TCPAIP

Default Distibuted COM Communication Properties
The Authertication Level specifies securty at the packet level.

Default Authentication Lewel:
[Cﬂnnect - ]

Connect , if not specifically instructed
using the clients iderntty.

Add ] [ Remove Move Up | |Move Down

Default Impersonation Level:

[ Identify - ] Description
The set of netwaork protocols available to DCOM on this machine. The
Security for reference tracking can be provided ff authentication is used ordering of the protocols reflects the priority in which they will be used.
and that the default impersonation level is not anonymous. with the top protocol having fisst pricrity.

[] Provide additional security for reference tracking

Leam more about setting these properties. Leam more about setting these properties.

| ok || Cancel Apply | ok || cancel || Apply |
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System-wide DCOM Setup

My Computer Prﬂﬁgs—ml
S";”T'Pm || |OF’“°”;0M Selm DE*T”“ F'f“;‘;”[']e;c e Give Anonymous Logon, Everyone,
au ocols .
R Interactive, System accounts (and your
cess Permissions i .
You may edit whao is allowed default access to applications. You may SpeCIﬂC account ) Access nghts

also set imits on applications that detemine their own pemissions.

. Caution: Modifying access pemmissions can affect the ability
i l.\_‘ of applications to start, connect, function and.far run

— securely. Select Users or Groups

[ Edit Limits... ] [ Edit Default. .. ] Select this object type:
IUsers, Groups, or Built-n security principals Chject Types...

Launch and Activation Pemissions

You may edit who is allowed by default to launch applications or '
activate objects. You may also set limits an applications that WIN-238PNELHETG7
detemine their own pemissions.

From this location:
Locations...

Erterthe object names to select {examples):
Caution: Modifying launch and activation permissions can

) Everyone; SYSTEM: INTERACTIVE ; ANONYMOUS LOGON
i l.'l affect the ability of applications to start, connect, function HENONE ek biomes
o and/or nun securnehy.

PED

| Edtlmis.. || | Edit Defaut..

o) [om

Leam maore about setting these properties.

| ok || cancel || pply
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System-wide DCOM Setup

Access Permission s S @u Access Permission i s @u
Default Security Security Limits
(Eroup or user names: (Sroup or user names:
82, Everyone 52, Administrators (WIN-38PNELHETG T\ Administrators)
S INTERACTIVE 52 Everyone
4 SYSTEM *ASYSTEM
52, Administrators (WIN-38PNELHE TG T\ Administrators) S INTERACTIVE
%ANDNYMDUS LOGON | aANDNYMDUS LOGON
’ Add... l ’ Remove ] [ Add... l ’ Remove ]
Pemissions for SYSTEM Al Dery | Pemissions for SYSTEM Allow Dery
Local Access Local Access
Remote Access [l Remote Access

Leam about access cortrol and permissions Leam about access contral and permissions

| oK || Cancel | ok || cancel |
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System-wide DCOM Setup

Launch and Activation Permission E Launch and Activation Permission &

Default Securty Securty Limits
(Sroup or user names: (Group or user names:
82, Everyone
52 SYSTEM “ A SYSTEM
E!)Adrninistmtnrs MWIN-38PNELHETG 7 Administrators) .ﬂMministmturs (WIN-38PNELHETG 7 Administrators)
5 INTERACTIVE £2, ANONYMOUS LOGON
2 ANONYMOUS LOGON 1| | & INTERACTIVE
|
[ Add.. l [ Femaove ] [ Add. . ] [ Remove l
Femissions for Everyone Allow Dery Pemissions for SYSTEM Allow Dierny
Local Launch W Local Launch &
Remate Launch Remote Launch 0
Local Activation M Local Activation &
Remate Activation Remate Activation 0
Leam about access control and permissions Leam abowt access control and pemissions
| oK || Cancel | oK || Cancel |
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DCOM Setup for OPCEnum

e Configure DCOM for OPCEnum which is almost
same as System-wide DCOM setup

e  OPCEnum enables OPC clients to browse OPC

server name and tag names

View Window Help

. File Action

e | "EBIXE cBHE DI

> .
A File

Action

=5 2EIXE L HE LDIEE

View Window Help

F =
. corsenesoc

Amie=.
a=a=f
a=a=i

[ Conscle Root
4 ®: Component Services
4 | Computers
a4 (K My Computer
B[] COM+ Applications

» [T DCOM Config I
[

Expand this and Select OPCEnum

[ g CWENT VIEWED | LoCdl)

1k Services (Local)

Metwork and  Offline Files  OPCE

Sharing Ce.. Service w4 Ca

OPCDataHub OpenS

Descrip

Cut Of Proc PenIMC2 Penl
Mapi Han...

PerfCenter Persistent.. Photo,
Enabler

[
[
>
¥

(k]

“e-‘f MMC Application Class

‘& MSDAINITIALIZE

& MsRdpSessionManager

‘2’- MSTTS DecObj Class Surrogate
‘a- MAP Agent Service

& Nap Elevated COM class

b e NCLUA

i i OpcEnum |

5 Opendea View 3
o

boE OutOfP Mew Window from Here

[» “’-‘-’ PenIMC2

b g PenIMC4 Properties

[» d-‘-’ PerfCent
e : Help

I £ Persisten

[
[
[x
[x

[

2 NDFAPI

ey
& netman

‘& netprofm

“’-‘-’ MetProjW

“e-‘f Metwork and Sharing Center Cpl Elevated Virtual Factory
“e-*’ Offline Files Service

“’-‘-’ OPC Enum x4 CategoryManager

% (B Matabg b

“’-‘-’ PhotofcqgHWEventHandler

“e-!’ Photolcquire

& PLA

“’-‘-’ Play with Windows Media Player
“e-‘f PMPXAzzoc.dll

n B Droriciar Handlar Siirrnmate Hack

Verb Handler

< |

{11

m

Opens the properties dialog box for the current selection.

www.opchub.com

BridgeWare




DCOM Setup for OPCEnum

- e — I - R — gl
OpcEnum Properties l_ﬂ'lg CpcEnum Properties i
General | Location I SE.-c:..lr'rl}rl Endpoints I Id&'ﬂit}r| General | Location |5emnt_l,.r| Endpoirts I Iderrt'rl}rl
General properties of this DCOM application The following settings allow DCOM to locate the comect computer for this
o application. f you make mare than one selection, then DCOM uses the first

Application Name:  OpcEnum applicable one. Client applications may overide your selections.

Application 1D 113486044-4821-1102-A494-3CB306C 10000}
[ Application Type: Local Service | [ Run application on the computer where the data is located.

Authertication Level: [Default v] Fun application on this computer.

Default or None, if not specifically instructed [ Run application on the following computer:

Browse. ..
[ |
[ |
i |
i | |
|| Leam mere about sefting these properties. §| | Leam more about getting these properties.
| oKk || cance || sppy | ok J[ Cancel || Aey |
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DCOM Setup for OPCEnum

OpcEnum Properties L2 S Change Conhiguration Permission m

| General I Location | Security | Endpoints | Ident'rh_r|

Securty

Launch and Activation Pemissions (Group or user Names:

@ Use Defaut 52 SYSTEM

) Customize Edt %Mministmtnrs (WIN-38PNELHETG ™ Administrators)
SR Users (WIN-28PNELHETG 7\ Users)
= AANONYMOUS LOGON

Access Pemissions % Everyone
i@ Use Default
) Customize Edit._ ’ Add... ] [ Remove l
Pemigsions for ANOMYMOLLS
LOGON Allawy Dermy
Corfiguration Pemissions Full Contral D
() Use Defautt Read O

i@ Customize [ Edit_ ] Special pemissions
OPCEnum uses Anonymous Logon account
for initial handshake

For special permissions or advanced settings,
click Advanced. [ Rdenecs l

Leam maore about setting these properties.

Leam about access contral and permissions

0K | [ Cancel Poply | OK |[ Cancel ]
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DCOM Setup for OPCEnum

- L — I - R — |
OpcEnum Properties &u CpcEnum Properties &Ig
| General | Location | SEGJHI}’| Endpoints | |d3ﬂﬁt'f| |GEH'1EHE| | Location ISec:Jrrt}r | Endpuirrts| Identity |
DCOM Protocols and endpoirts: Which user account do you want to use to run this application?

\f Connection-oriented TCP/IP

The interactive user.

The launching user.

! |
() This user.
User. Browse..
Pazzwond:
f Add ] [ Remove ] [ Properties ] [ Clear | Corfirm password:
: Description : i@ The system account {services anly).

The =set of protocols and endpoints available for use by clients of this
DCOM server. The system defaults entry indicates that the default

get of DCOM protocols and endpoints for the machine will be used. OPCEnum is run as Windows Service

| | 1
| | | |
| |
||| Leam more about setting these properties. f[| Leam more about setting thess properties.
ok || Camcel | [ Appy | | oKk || camesl || Appy |

www.opchub.com BridgeWare



Server-specific DCOM Setup (for Kepware OPC Server)

—— I
Kepware Communications Server 5.8 Properties &Ig Launch and Activation Permission m
| General | Location | Securty | Endpaints | Identity | Securty
Launch and Activation Permissions Group or user Names:
() Use Default
@ Customize T | 52, SYSTEM
- %%, Administrators (WIN-38PNELHE TG MAdministrators)
&L ANONYMOUS LOGON
Access Permissions . .
“ Use Defat Kepware runs as Windows Service and uses
: System account. Make sure SYSTEM, Everyone
@ Customize are included in the list. You can remove
Interactive account from the list, if not Kepware
Corfiguration Permissions | rEIsz T_lIDFeraCtlve mode. )
i) Use Default Remote Launch [
= - Local Activation [
(@) Customize
Femate Activation (&

e Add the followings to the Exception list, if firewall enabled.
- Program “Server_Runtime.exe”
- TCP port “32402" Jemissions

[ ok |[ cancel |[ Aonly ]‘ ‘ | ok || Cancel |
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Local Security Policies Setup

e In the Start menu, type “secpol.msc” and then click OK.
e Or In the Start menu, open the Control Panel > Administrative Tools and setup as below.
“Network access: Let Everyone Permission Apply to Anonymous Users " Enabled”

— “Network access: Sharing and security model for local accounts” - “Classic: Local users
authenticate as themselves"

File Action View Help
wop| MK = Hm
& Security Settings Policy ) Security Sefting -
A Account _P?Ii':'ﬁ Microsoft network server Disconnect chents when legon hours exqpire Enabled
-4 L:_Hul F'c:lmes: Micrazoft network server: Server SPN target name vahidation level Mot Defined
: s:.:“::l-r::?mmgnmgnr Mebwork access: Allow anonymous S0/ Mame translation Disakdled
:.'I. Security Options Metwork access: Do not allow anomymous enumeration of S4M accounts Enabled
. — d Saes Metwork access: Do not allow anonymous enumeration of SAM accounts and shares Disabled
Y Network List Manager Policies rummmmwmmwﬂm Dizabled
| Public Key Policies Mebwork access: Let Everyone permissions apply to anonymous users Enabled
| Software Restriction Pelicies Mebaork access: Mamed Pipes that can be accessed anonymously
| Application Control Policies Mebwork socess: Remotely sccessible registry paths SystemiCurrentControls...
'S IP Security Policies on Local Compute Mebaork access: Remotely accessible registry paths and sub-paths Systemn CurrentControl5...
| Advanced Audit Policy Configuration Metwork access: Restrict anonymous access to Named Pipes and Shares Enabled
Metbwigrk access: Shares that can be acgessed ano QU Mot Defined
Metwork access: Shanng and security model for local accounts -
Mebwork secunty: Allow Local System to use compater identity for MTLM Mot Defined
Mebwark secwrity: Allow Localbysterm MULL session fallback Mot Defined
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Local Security Policies Setup

Metwork access: Let Everyone permissions apply to anunm...m Metwork access: Sharing and security model for local accuunu...@lg
Local Securty Setting | E:plain| Local Securty Setting | E:q:lain|

Ai! MNetwork access: Let Evenyone pemissions apply to anonymous Ai! Metwork access: Sharing and securty model for local accounts
= Lsers =

@ Enabled [Dassic - local users awthenticate as themselves -

) Disabled ' (

0k || Cancel Aeply || | ok || cancel || Apnly

b e — e —
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Firewall Setups

e In the Start menu, type “firewall.cpl” and then click OK.
e Or go to Control Panel > Windows Firewall

e We recommend you turn off firewall before DCOM setups. Once DCOM setups done, you
may need to turn your Firewall back on, if required.

e You need to add the followings to the Firewall Exceptions list.

In the Start menu, type “wf.msc” to add exceptions.
Inbound Rule > New Rule > Port > add TCP port 135 (for initial DCOM handshake)
Inbound Rule > New Rule > Program > add "OPCEnum.exe”

Inbound Rule > New Rule > Custom > Protocol and Port > add ICMPv4 (for PING
command to work over firewall).

Add your OPC Server executable and port number which is used by the executable.
("Server_runtime.exe” and the port 32402 for Kepware OPC Server)

Add your OPC client executable and the port number which is used by the executable.

On Win7 or later, adding the above in the Inbound Rule is enough in most cases, if not,
add them in the Outbound Rule as well.
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Windows UAC (User Access Control) Setup
L] System Configuration h ﬂ

e In the Start menu, type | General | Boot | Services | Startup | Tools |
!

“msconfig” and then click OK. Tool Name Description -

° From the TOOIS tab Se|eCt Change About Windows Display Windows version information.
/
. Change UAC Settings Change User Account Control settings.

UAC Settlngs' Action Center Cpen the Action Center. 3

° And press LaunCh button Windows Troubleshooting Troubleshoot problems with your computer.
’ Computer Management View and configure system settings and components,
System Information View advanced information about hardware and software settings.

View monitoring and troubleshooting messages.

Launch, add or remaowve programs and Windows components,
e View ha=ic information ahoot voor comneter svetem setinns. E
Choose when to be notified about changes to your computer i | b
User Account Control helps prevent potentially harmful programs from making changes to
your computer, ccountControlSettings. exe
Tell me more about User Account Control settings
Always notify
' - - Newver notify me when:
[
* Programs try to install software or make changes to
my computer
- - * [ make changes to Windows settings
e Once done, you are prompted to
re-start your computer, but you do
lﬁl Mot recommended. Choose this only if you need nOt need tO do SO In mOSt cases.
to use programs that are not certified for Windows
7 because they do not support User Account
I Control,
Mever notify
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DEP (Data Execution Protection) Setup

e Start Menu > Computer > Properties > Advanced R Y
System Settings > Advanced Tab

Performance Options

Visual Effectz | Advanced | Data Execution Prevention

|Cnmputer Name | Hardware | Advanced |S},'ste.-m Protection | Hemnte|

(@) Turn on DEP for essential Windows programs and services

You must be logged on as an Administrator to make most of these changes. only

Performance Turn on DEP for all programs ang services except those 1

Visual effects, processor scheduling, memony usage, and virtual memarny select:

User Profiles |
Desktop settings related to your logon

Settings..

Startup and Recoveny

System startup, system failure, and debugging information

Add... Remove

| ]
Settings...
Your computer's processor supports hardware-based DEF. N
[ Environment Varables. .. ]
[ OK ] [ Cancel Ppply [ Ok ] [ Cancel ] Apply
— —
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Contact Us

Thank You!

Jason Hwang

Phone  +82-31-346-1981
Email info@opchub.com
Home  www.opchub.com
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