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1. Overview

This white paper intends to provide users with information and instruction on
how to configure the Distributed Component Object Model (DCOM) for use with
OPC clients and servers. The information discussed will include the following:

e DCOM Security settings for Windows XP and higher operating systems.
e The security that DCOM provides and why it is important.

e Basic Windows/network security and how it relates to DCOM Security.
e User Groups and User Types and how they relate to DCOM Security.

e Configuring a secure DCOM connectivity using common Windows User,
Security and Policy Management tools.

Furthermore, this white paper will focus on setting DCOM Security in domains
where user security is centrally located and controlled by the domain server.
Differences in settings and actions between Domain and Workgroup setups will
be noted where applicable.

Note: Although OPC applications run on the home versions of Windows XP and
Vista, these operating systems are not designed with Network/Domain security
requirements in mind. We recommend that OPC applications be run in Business,
Professional or Enterprise/Server Class operating systems in a production
environment.

Important: Consult with your IT Manager before making any changes to the
Windows Security settings or policies.
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2. What is DCOM Security?

2.1

2.2

OPC DA is based on Microsoft’s Component Object Model (COM) technology.
Remote connectivity is accomplished using Distributed COM (DCOM), which
contains a Security Layer. DCOM Security is used to determine which users have
Access and Launching rights in DCOM-enabled applications on either the local PC
or on PCs in the local network/domain.

DCOM is depends on Remote Procedure Calls (RPC) for remote connections. Any
connection made to applications running under different accounts on a local PC is
treated as a remote procedure call. This is important to remember when
configuring the security settings.

DCOM was intended for use in domains, in which it is much easier to configure
and manage connectivity. When connecting between Workgroup PCs or Domain
and Workgroup PCs, the process becomes much more difficult.

Why is DCOM Security Important?

DCOM Security is important because it protects the process and data. Without
security entailing permission for different actions, anyone with access to the
network would be able to access your processes and make changes. Today,
security is usually achieved by removing any ability for an outside connection at
the facility.

How is DCOM Security Set?

DCOM Security is tied to the PC and Network/Domain Security. In a Domain, any
user account on any machine in the Domain can be authorized. In Workgroups,
each user on each PC must be added.
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3. Windows Security

Windows Security specifies what a user can and cannot access and what can or
cannot be done on a PC or Network. This is most noticeable when logging in to a
PC or when sharing a folder that only allows certain users access. The ability to
perform actions, run programs or change system settings on a PC or Network is
also controlled by user security. Authorization is given with permissions.

At this point, the relationship between DCOM, OPC and security may still be
unclear. It is important to understand, however, that Windows Vista and
Windows 2008 Server operating systems contain new security features that
directly impact the OPC servers' and clients' ability to run. Thus, if intending to
run on these operating systems, the operating instructions may need to be
updated to account for the new features.

3.1 What are Permissions?

Permissions are rules associated with objects (such as files or folders) on a
computer or network: they determine if a user can access an object and what
can be done with it. For example, a user may be able to access a document on a
shared folder on a network, but can only read it and not make any changes.
System administrators and users with administrator accounts can assign
permissions to both individual users and groups.

The table below displays the permission levels that are normally available for
files and folders.

Permission Level DescHpton

Full Contral Users can view the contents of a file or folder, change existing
files and folders, create new files and folders and alzo run
programs in a folder,

Maodify Uzers can change existing files and folders, but cannot create
new ones,

Read & Execute Uszers can view the contents of existing files and falders and
can also run programs in a folder,

Read Uzers can view the contents of a faolder and also open files and
falders.

W rite Users can create new files and folders and also make changes

to exizting filez and falders.

Table 1: Permission Levels for Files and Folders
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The following table displays the permission levels that are normally available for
DCOM-Enabled applications.

Permission Lavel DescHption

Local Access Allows the Group or Account on the local PC to access the
applicatian,

Fernote Access Allows the Group or Account on a remote PC access to the
applicatian,

Local Launch Allows the Group or Account on the local PC to launch the
application if it iz not running.

Rermote Launch Allows the Group or Account on a rernote PC o launch the
application if it iz not running,

Local Activation Allows the Group or Account on the local PC to activate the
application if it is not active.

Remote Adkivation [Allows the Group or Account on a remote PC to activate the
application if it is not active.

Table 2: Permission Levels for Applications

3.2 User Groups in Windows

A User Group is a collection of user accounts that have the same security rights.
They are sometimes referred to as Security Groups.

The two most common user groups are the Standard User Group and the
Administrator Group. A user account is often referred to by the user group it
is in; thus, an account in the standard user group is called a standard account.
An administrator account can create custom user groups, move accounts from
one group to another and add or remove accounts from different groups. Rights
are assigned when a custom user group is created.

Note: A user account can be a member of more than one group.

3.2.1 What is a User Account?

A User Account is a collection of information that tells Windows what files and
folders can be accessed, what changes can be made to the computer and
also the user's personal preferences (such as desktop background and color
theme). User accounts make it possible to share a computer with several
people while retaining individual files and settings. Each person accesses
their user account with a user name and password.

The table below displays the kinds of accounts associated with the different
operating systems.

Yista and Win 2008 XP and Win 2008

Adrinistrator Adrinistrator
Power User

Standard Uszer Uszer/Restricced User

Guest Guest

Table 3: Account Types by Operation System
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Each account type provides a different level of control. The Administrator
Account, which should only be used when necessary, has the most control
over the computer's programs and security. The Standard Account, which is
preferable for everyday computing, has access to most programs and files
installed on the computer. The Guest Account, which can be used by people
who don't have a permanent account, provides temporary access to the
computer.

Note: In Windows XP and 2003 operating systems, the Power User has
most of the same privileges as an administrator, but not all. In Vista and
Windows 2008, administrators run as users and are only elevated to
administrator status when an action requires that level of user privilege.

3.2.2 What is an Administrator Account?

An Administrator Account is a user account that can make changes that
affect other users. Administrators can change security settings, install
software and hardware, change other user accounts and access all files on
the computer.

When setting up Windows, you'll be required to create a user account. This,
the administrator account, will allow you to setup the computer and install
any programs that will be used. Microsoft recommends that a standard user
account be used for everyday computing, however, as it is more secure.

3.2.3 What is a Standard User Account?

A Standard User Account allows access to most of the computer's
capabilities, but requires permission from an administrator to make changes
that will affect the computer's security (or other users).

A standard account allows users to access most programs that are installed
on the computer. It does not, however, allow users to do the following:

e Install or uninstall software and hardware.

o Delete files that are required for the computer to work.

e Change settings on the computer that affect other users.
When using a standard account, some programs might require an
administrator password before certain tasks can be performed.

3.2.4 What is a Guest Account?

A Guest Account is for users who don't have a permanent account on the
computer or domain. It allows people to use the computer without having
any access to personal files. This account cannot install software or
hardware, change settings or create a password.

Note: The guest account must be turned on before it can be used.
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3.2.5 A Standard User Account vs. an Administrator Account

The standard account helps protect the computer by preventing users from
making any changes that will affect everyone who uses the computer. A
standard account can do anything that an administrator account can do,
barring making changes that will affect other users. If attempting to install
software or change the security settings, Windows may prompt for an
administrator account password.

Note: We recommend that a standard account be created for all users.

4. User Account Control Overview

In Windows 2008 and Vista, processing can also be affected by User Account
Control (UAC), which is a new set of infrastructure technologies that help
prevent malicious programs (malware) from damaging the system. UAC also
helps organizations to manage the desktop more efficiently.

With UAC, applications and tasks always run in the security context of a non-
administrator account, unless an administrator specifically authorizes
administrator-level access to the system. UAC stops the automatic installation of
unauthorized applications and prevents inadvertent changes to system settings.

4.1 How Does UAC Work?

In Windows 2008 and Vista, there are two levels of users: standard users and
administrators. Standard users are members of the Users Group and
administrators are members of the Administrators Group. Unlike previous
versions of Windows, both standard users and administrators can access
resources and run applications in the security context of standard users by
default. When any user logs on to a computer, the system creates an access
token, which contains information about the level of access that the user is
granted. This includes specific Security Identifiers (SIDs) and Windows
privileges.

When an administrator logs on, two separate access tokens are created: a
standard user access token and an administrator access token. The standard
user access token contains the same user-specific information as the
administrator access token, but removes the administrative privileges and SIDs.
The standard user access token is used to start applications that do not perform
administrative tasks.

When the administrator needs to run applications that do perform administrative
tasks, the operating system will prompt for a change or elevation in the user's
security context (from a standard user to an administrator). This default
administrator user experience is called Admin Approval Mode. In this mode,
applications require specific permission to run as an administrator application,
which an application that has the same access as an administrator.
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User Account Control (&3]

C'] Windows needs your permission to continue

If you started this action, continue.

q\; Advanced User Accounts Contral Panel
gl i Microsoft Windows

-j:%:j- Details Continue ” Cancel

User Account Control helps stop unauthorized changes to your computer.

Figure 1: User Account Control Message Dialog

A User Account Control message is invoked by default when an administrator
application starts, giving the user a choice to start or cancel the application. If
the user is a standard user, they can enter the user name and password of an
account that is a member of the local Administrators group to continue.

Note: The Group Policy parameter can be used to change the User Account
Control message's behavior.

While designing an application, the software developer should identify it as
either an administrator application or a standard user application. If it has not
been identified as an administrator application, it will be treated as a standard
user application. Administrators can also mark applications to be treated as
administrator applications.

4.2 UAC Permission Prompts

When a permission or password is needed to complete a task, UAC will
invoke one of the following messages.

4.2.1 Windows needs your permission to continue

- A Windows function or program that may affect other users on this
computer needs permission to start. Check the name of the action
to ensure that it's a function or program you want to run.

4.2.2 A program needs your permission to continue

A program that's not part of Windows needs permission to start. It

G has a valid digital signature that indicates its name and publisher,
which helps to ensure authenticity. Make sure that this is a program
that you intended to run.
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4.2.3 An unidentified program wants access to your computer

@ An unidentified program is one that doesn't have a valid digital

: signature from its publisher to ensure authenticity. Although this
doesn't necessarily indicate danger (since many older, legitimate
programs lack signatures) you should use extra caution and only
allow this program to run if it was obtained from a trusted source
(such as the original CD or a publisher's website).

4.2.4 This program has been blocked

This is a program that the administrator has specifically blocked
@ from running on the computer. To run this program, you must

contact the administrator and ask to have the program unblocked.

4.3 How UAC affects DCOM OPC?

UAC affects DCOM OPC by impacting the user's ability to set DCOM Security or

change the Security settings. If UAC is on and you are a Standard User with no
administrator credentials, you will neither be able to change DCOM Security nor
be able to turn UAC off.

Note: Many manufacturers recommend that UAC be turned off in the Production
environment. For KEPServerEX 5.x, this is not required once DCOM has been
configured. For KEPServerEX 4.x, UAC must be disabled. To do so, follow the
instructions below.

1. Open the User Accounts Manager in the Control Panel.

2. Click on Turn User Account Control On or Off.
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5. Creating Users and User Groups

5.1

The best way to ensure secure OPC connections is to create an OPC-Specific
User Group and OPC-Specific Users. These can be manually created on any PC
on which you have Administrator level privileges. The Groups and Users will be
Local to that PC. If working on a domain, contact the IT/Network Administrator
to have these changes made.

User Groups in Windows

A User Group is a collection of user accounts that contain the same security
rights. User groups are sometimes referred to as Security Groups. A user
account can be a member of more than one group. The two most common user
groups are the standard user group and the administrator group.

The following steps demonstrate how to create a local user group to which local
and domain users can be added.

5.1.1 Creating a User Group

These steps cannot be completed on Home or Starter versions of Windows
operating systems.

1. In the Command Line, type "MMC.exe" to launch the Microsoft
Management Console.

Note: Only users with administrator privileges can use the MMC. On
operating systems with UAC enabled, you may be prompted for an
administrator password or confirmation. If so, type the password or
provide confirmation.

2. Next, click Local Users and Groups.

iy Fred - [Console Root\Local Users snd Groups (Locall] — E

..Fil Action  Veew Favortes  Window  Help

dn | ¥ [ B

Console RBoot Hame | Actions
&= Local Users and Geoups |
#, Component Senvices
Sennoes {Loscal)

e Lecal Users and Growps |

Gaoups More Actions

Figure 2: Microsoft Management Console

Note: If Local Users and Groups is not visible, the snap-in may not have
been added to the Microsoft Management Console. Follow the instructions
below for information on how to install it.

a. In the Microsoft Management Console, click File | Add/Remove
Snap-in.

b. Next, click Local Users and Groups and then select Add.
Click Local Computer and then select Finish.
d. Click OK.
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3. Double-click on Groups and then select Action.

4. Click New Group and then specify a group name and a description.

Mew Group @

Group name: |

Description:

Members:

o
fii

Figure 3: New User Group Dialog

Click Add to open the Select Users, Computers or Groups dialog.
Next, assign the user account a name.

Click Check Names and then select OK.

© N o O

Click Create.

5.2 Adding a User Account to a Group

Adding a user account to a group can bypass needing to grant the same access
and permission to users individually. Group members can make the same types
of changes to settings and have the same access to folders, printers and other
network services.

Note: These steps cannot be completed on Home or Starter versions of Windows
operating systems.

1. Click to open the Microsoft Management Console. Enter the
administrator password or provide confirmation if prompted.

Next, click Local Users and Groups and select the Groups folder.

Double-click on the group to which the user account will be added. Then,
click Add.
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Select Users, Computers, or Groups -7 ==l
Select this object type:

|sers or Groups CObject Types...

From this location:

kepdomain local

Enter the object names to select (examples):

Figure 4: User Account Select Dialog

4. Type in the name of the user account that will be added to the group.

Select Users, Computers, or Groups @
Select this object type:
Users or Groups Object Tvpes...

From this location:

kepdomain local Locations...

Enter the object names to select (samples):
OPCUserd|

Pi

Checlk Names

oK) [ ot

Figure 5: User Account Select Dialog With Selected User

5. Click Check Names to verify that the user account exists.

[

Select Users, Computers, or Groups @
Select this object type:
Users or Groups Object Types...

From this location:

leepdomain local Locations. ..

Enter the ohject names to select (examples):
DPCUser {0PCUser] @kepdomain Jocal)| Check Mames

11

oK) [Games ]

Figure 6: User Account Select Dialog with Verified User Account

6. Click OK to accept.
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Note: For a higher level of security, be sure to only add a user to the
Administrators Group if it is necessary. Users in this group have complete
control over the computer: they can see all files, change all user
passwords and install any software.

5.3 Creating a User Account

User accounts allow several people to share a single computer. Each person can
have a separate account containing their unique settings and preferences. User
accounts also control access to files and programs as well as the type of changes
that can be made to the computer. Standard accounts are normally made for
most computer users. For more information, follow the instructions below.

1. Open the Windows Control Panel.
2. Click User Accounts in order to open the User Account Manager.

(=)@ =S
@vﬁ& + Control Panel » User Accounts 7 | ‘¢| |Sean:h R |

@

Tasks
= Make changes to your user account

Manage your network
passwords

Change your picture
Manage your file encryption
certiﬁgat';s it @ Turn User Account Control on or off

@ Manage User Accounts

Fred Loveless

Configure advanced user
profile properties

Change my environment To change your password, press Ctrl+Alt+Del and select Change a Password
variables

Figure 7: User Account Manager

3. Click Manage Another Account.

Note: Provide an administrator password or confirmation if prompted.
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(= EEs

L,
@uvhﬁ + Control Panel » User Accounts » Manage Accounts - |"¢ ‘ |Seam’1 2|

Choose the account you would like to change

Fred Loveless
Administrator
Password protected

Administrator
Administrator
Password protected

Guest

Guest account is off

Create a new account

What is a user account?

Additional things you can do

Go to the main User Accounts page

Figure 8: User Accounts List

4. Select Create a new account.
[E=SEoREx=)

@uv‘:‘% <« lUser Accounts » Manage Accounts » Create New Account - |"f | | Search el |

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu,

MNew account name

(@ Standard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer,

() Administrator
Administrators have complete access to the computer and can make any desired changes. To help make
the computer more secure, administrators are asked to provide their password or confirmation before
making changes that affect other users,

‘We recommend that you protect every account with a strong password,

Why is a standard account recommended?

Create Account ] [ Cancel

Figure 9: New User Account Dialog

5. Specify a name for the user account.
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#=5rcn > )

@UVL‘E <« User Accounts » Manage Accounts » Create New Account - ‘ &,| ‘ Search j o [

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu,
OPCUserl|

@ Standard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer.

() Administrator
Administrators have complete access to the computer and can make any desired changes. To help make
the computer more secure, administrators are asked to provide their password or confirmation before
making changes that affect other users,

We recommend that you protect every account with a strong password,

Why is a standard account recommended?

Create Account ] [ Cancel

Figure 10: New User Account Dialog With New User

6. Select an account type that will be assigned to the user.
7. Click Create Account.
= e =]

@U"g v Control Panel » User Accounts » Manage Accounts - |"9 ‘ |Seam’1 o

Choose the account you would like to change

Fred Loveless
Administrator
Password protected

Administrator
Administrator
Password protected

OPCUserl

Standard user

Guest
Guest account is off

Create a new account

What is a user account?

Additional things you can do

Go to the main User Accounts page

Figure 11: User Accounts List With New User

8. Repeat the process until all accounts are added.
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5.3.1 Changing a User's Account Type

The administrator account was initially created to finish Windows setup and
program installation. After this initial setup, we recommend that a standard
account be created for everyday computing. All new user accounts should be
made into standard accounts in order to keep the computer secure from
unauthorized changes.

1. Open the Windows Control Panel.
2. Click User Accounts to open the User Account Manager.
3. Click Manage another account.
Note: Provide an administrator password or confirmation if prompted.

[=llE ]

@--\J-?H?_, <« Manage Accounts » Change an Account - | g | | Search ol

Make changes to OPCUserl’s account

Change the account name )

Change the password OPCUserl
Standard user

Remove the password Password protected

Change the picture

Change the account type

Delete the account

Manage another account

Figure 12: User Account Property Settings
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4. Select the account that will be changed and then click Change the
account type.

===

@UVL‘S!, < Change an Account » Change Account Type - | "}| | Search 2 |

Choose a new account type for OPCUserl

OPCUserl
[ Standard user
Password protected

(@) Standard user

Standard account users can use most software and change system settings that do not affect other users or
the security of the computer,

) Administrator

Administrators have complete access to the computer and can make any desired changes. To help make
the computer more secure, administrators are asked to provide their password or confirmation before
making changes that affect other users,

We recommend that you protect every account with a streng password.

Why is a standard account recemmended?

Change Account Type Cancel

Figure 13: Change User Account Type

5. Select the desired account type and then click Change Account Type.

Note: Windows requires at least one administrator account on a computer. If
you only have one, you will not be able to change it to a standard account.
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6. Configuring DCOM Security

DCOM Security is one of the more difficult aspects of OPC Products. Many
manufacturers have opened DCOM Security as wide as they can on their
networks in order to ease connectivity between DCOM-enabled applications. With
a little planning, however, you can achieve secure connections easily. The rest of
this document focuses on the following:

e How DCOM Security works.

e How to set up DCOM Security for secure access between clients and
servers.

¢ How to set DCOM Security wide open.

e Local Security Policies.

e The Windows Firewall, and how it is configured.

e What is needed for DCOM when User Switching is being used.

e How DCOM is affected when applications are run as a service.
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6.1 How DCOM Security Works

An important aspect of DCOM is its associated permissions. When assigning
DCOM permissions for a specific Account or User Group on a particular
application, you can specify whether other applications running under that group
can access it. DCOM defines the user accounts that have access to the
application, as well as the user accounts from which an application can accept
responses.

Yes
(Response
is Sent to
Client)

Request to
Connect/Add
Items No

{(Error is returned
To the Client)

Responder i
DCOM
Permissions

s requester in
DCOM
Permissions

Response to
Client

Yes
(Request is
Sent to
Server)

OPC Server

Figure 14: DCOM Security Working Flow Model
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6.2 Setting Secure DCOM by Application

To make DCOM secure by default, set security for the application rather than for
the entire operating system.

6.2.1 Starting the DCOM Configuration Utility

There are four ways that users can launch the DCOM Configuration. Choose from
the methods below to open component services.

1. For KEPServerEX or LinkMaster, click on the Launch DCOM
Configuration button & .
In the server, click on Tools | Launch DCOM Configuration.

In the Start menu, type DCOMcnfg.exe in the run command. Then, click
OK.

Note: Alternatively, launch the Control Panel and then double-click on
Administrative Tools. Finally, select Component Services.

i Component Services E| E| E|

@ File  Ackion  Yiew  ‘Window  Help = J
= B e

Console Root

Mame

+ ﬁ] Event Wiewer {Local)

&y Services (Lacal) @Component Services

Event Wiewer (Local)
%SErvices (Local)

Figure 15: Component Services Console
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4. Once the DCOM Configuration is open, double-click on Component
Services. Open the Computers folder.

5. Expand Computers and then select My Computer.

I’z Component Services |._ E| fg|
@ Filz  Ackion  Yiew ‘Window  Help - = J
@ 2
[ Console Root Computers 1 objeck(s)
= @ Camponent Services
e | Computers =

¥ % Event Wigwer (Local) My CompLter

+ Services (Local)

Figure 16: Component Services Console - Computers
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6.2.2 Selecting a DCOM Enabled Application

Follow the instructions below for information on selecting a DCOM-enabled

application.

1. Expand the My Computer folder and then select the DCOM Config

folder.

2. Browse the DCOM enabled applications until the one that will be

configured is located.

. Component Services

EEX

Wiews  Window  Help

@ File
& EX

[ Console Root
= @ Camponent Services
-1-[_] Computers
= @ My Compuber

+-[_] COM+ Applications
+-£5] DCOM Config
+-[_] Distributed Transackion C
+ D Running Processes

¥ % Event Wigwer (Local)

Ackion

+ Services (Local)

=121
DCOM Config 248 objeck(s)
MName Application ID -~
@F\ccStDre Class {DESDECDC-1044-4che-4405-0C2 1044 142050 :
@F\chDistX {317DAR82-ECCE-1101-6976-00600302DE86 )

@F\crnExch.AVDoc

@ AcroExch.POBoak. ..

&y acroPDF

@actions
@Audior\’lodule
@Audioplayer

@Backgmund Intelli...

Byene

@ Bellringer
@Blocked Drivers
@ Bluemax

@ ccEvtMar

@ ccSetMar

@CEXCEIIZCDnvert. .

& ClientobjiObject

By COM+ Evertt Syst.,.,
@ComEvents.ComS...
W o o o o

4724985821-3203-1016-B02E-04021C002402}
{ZEAFOS340-6904A-101B-9CAS-9240CE2T3BAE}
{BEAADE44-3862-490C-8E63-ACZDZDEEF733}
{785C5BC4-9E0D-4CE3-A72D-32B2C4344F0 9}
{ESEFEBBC-D7DD-49FA-996C-DEE25454 1284 )
{ACISEIS1-4AGF-4FED-B7DD-99CE05030969}
469A04AEE-S1BE-43%b-A02C-36AE490ERE30}
{3EE33958-7381-4E7E-A4F3-6E43095EIERC}
4C09294DD-42B0-4F7E-9C31-F2B7FDEBF253)
{783C030F-E945-4570-B350-04FCFOFDC1 72}
47 3AF4DES-634C-4CE2-810B-563A0082D 165}
{37046022-REE3-4C84-BEDE-6CCIFEDT 4833}
45604BE04-9E33-40193-AC3A-0EDD49BC720E}
{82780E93-DEDE-4666-8CEF-EG3D451 CCS3EL
44654 7032-3333-4769-BD7B-SE1FASO7DE59)
{4E14FBAZ-2E22-11D01-9964-00C04FBBE345 )
4ECABBOC3-7F19-1102-975E-0000F8757E2A}

Figure 17: DCOM Enabled Applications on the Computer

3. Then, right-click on the application and select Properties.
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6.2.3 A DCOM Application's General Properties
The Property Window will open to the General tab. The Authentication
level will be set to default, but can be changed. The three most important
settings are as described below.

a. Default: This setting tells the application to use whatever the
default is for all DCOM enabled applications. If the application is
running as a service, it will use the authentication of the user that
it is running as.

b. None: This setting tells the application to use no authentication.
This is not recommended.

c. Connect: This setting tells the application to authenticate using
the connecting application.

Kepware Communications Server V5 Properties @

General | Location I Security I Endpoints I Ident'rt'_.f|

General properties of this DCOM application

Application Mame: Kepware Communications Server V5
Application 1D: {B3AFDBFE-4COC-4804-A122-6F 3B 160F 4357}

Application Type: Local Service

Authentication Level: | Default v]

Service Mame: KEF ServerEXVE

Leam maore about zetting these properies.

QK ] [ Cancel Apph,

Figure 18: DCOM Properties for KEPServerEX 5

Note: For this example, leave the Authentication Level at Default. Then,
select the Location tab.
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6.2.4 A DCOM Application's Location Properties

The Location Tab directs the client connection to where the server
application is running. For OPC 2.0 and higher applications Run
application on this computer should be checked.

Note: There should only be one selection checked at one time.
Kepware Communications Server V5 Properties -5 |[==]

General | Location | Security | Endpoints | Identity |

The following settings allow DCOM ta locate the comect computer for this
application. K you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

[7] Run application on the computer where the data is located.
Fun application on this computer.

[] Fun application on the following computer:

Leam maore about zetting these properies.

[ ok || Cancel || 2eoh

Figure 19: Application DCOM Location Properties

Note 1: For this example, leave the setting at Default. Then, select the
Identity tab.

Note 2: The OPC 1.0 Specification did not support the Remote Browsing
and Connectivity of OPC servers. To do a remote connection, the local
registry requires an entry for the server. Users must then select "Run
application on the following computer:" and then provide the computer
name or the IP of the PC running the server to which a connection is
desired. A local connection to the server by the client would then be
routed to the remote PC.
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6.2.5 A DCOM Application's Identity Properties
The ldentity Tab specifies what user account the application will run
under when it is started. Descriptions of the options are as follows.

a. Interactive User: A user running interactively on the desktop.

b. Launching User: The user that makes the initial connection
request to an application that is not running, but is then launched.

c. Specified User: A specified user account on the PC. If the server
is running as a service on a Windows XP or 2003 server OS, the
account will not be able to be opened on the desktop.

d. System Account: This is the default for applications that are
running as a service.

Kepware Communications Server V5 Properties @

| General | Location | Security I Endpoints | dertity |

Which user account da you want to use to run this application?

() This user.

i@ The system account (gervices only).

Leam more about setting these properies.

oK || cancel Apply

Figure 20: Application DCOM ldentity Properties

Note: Leave the tab unedited. Then, open the Security Tab.
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6.2.6 A DCOM Application's Security Settings

The Security tab specifies which users can Launch, Activate and Access
the application. Descriptions of the options are as follows.

a. Default: This setting tells the application to use the System
Defaults.

b. Customize: This setting tells the application to use the custom
settings that are being specified in this dialog.

Kepware Communications Server V5 Properties @

Securty | Endpoints | Identiy

Launch and Activation Permissions

@ Use Default

() Customize Ea

Access Pemissions

@ Use Default

(7 Customize Edit

Configuration Pemissions

(71 Use Defautt

Leam more about setting these properties.

[ OK ][ Cancel ] Bpphy

Figure 21: Application DCOM Security Properties

Note: Set Launch and Activation Permissions first. To do so, click
Customize to set local permissions. Then, click Edit to set permissions for
users.
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6.3 Launch and Activation Permissions

The Launch and Activation Permissions window will open to default
settings. Since we are making the Application DCOM Secure, we only
want certain accounts to work with the application. For Kepware
products, applications must always be running under the System
Account and local Administrators to have permissions. Leave them as
they are but remove the Interactive Account.

Launch and Activation Permission @

Security

ISI'IZILI|:I or user names.

L ASYSTEM
82, Administrators (VMWARE-VISTA\ Administrators)
B2 INTERACTIVE

L

[ Add ] [ Remove ]
Pemizsions for SYSTEM Allow Derny
Local Launch ]
Remote Launch =
Local Activation 0
Remate Activation |

Leam about access control and permissions

oK || Cancel

Figure 22: DCOM Launch and Activation Permissions by Group and Account

To add new users or groups, follow the instructions below.
1. Click Add.

Note: The process of creating local user groups and accounts was
described earlier. If on a domain, have the domain administrator create a
user group with all of the accounts that will need DCOM security.
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Select Users or Groups

Select this object type:

Users, Groups, or Buitt4in security principals Object Types...

From this location:
VMWARE-VISTA Locations...

11
]

Enter the object names to select (2amples):

[11]
o
[11]
]

Figure 23: User and Group Selection Dialog

2. In Enter the object names to select field, specify the name of the
Account or User Group name that will be added.

Note: In this example, the name of the User Group created earlier has
been entered.
Select Users or Groups @

Select this object type:
Users, Groups, or Built-in security principals Object Types...
Fram this location:

VMWARE-VISTA Locations...

Enter the object names to select (samples):
OPCUsers| Check Names

hi

o) [ ]

Figure 24: User and Group Selection Dialog With Selected Group

3. Next, click Check Names in order to validate the group or account that
has been entered.

After the account has been validated, click OK.

Repeat Steps 1-4 until all the desired groups or accounts that
permissions will be assigned to have been added.

Note: If unsure of the accounts that should be added, click on
Advanced. Then, select Find Now and all of the local group accounts in
a work group (or if on a domain, all the domain accounts and groups)
should be visible.
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6. The new account or group should be visible in the Group or user names
list.

Launch and Activation Permission @

Securty

GI'CILID ar user Nnames:

B2, SYSTEM
_cr?‘;’-'u:lministlaturs WMWARE-VISTA Administrators)
@JOPCUsers WMWARE-VISTANDPCUsers)

| Add | [ Remaove ]
Pemizsions for OFClsers Allow Deny
Local Launch |
Remate Launch | =
Local Activation 0 |
Remote Activation 0 |

Leam about access control and permissions

OK || Cancel

Figure 25: Group or User Account Permissions Settings

7. Next, select the new group or account.
Note: Only Local Launch permissions are enabled for it by default.

8. To allow local applications only to connect, then only enable the local
permissions for the account. In this example, we want both local and
remote connections; thus, we check all boxes.
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Launch and Activation Permission @

Security

(Group or user names:

!73‘ SYSTEM

!??J;'-“.clminishators MWMWARE-VISTA Administrators)
52 OPClUsers (VMWARE-VISTAMOPCUsers)

[ Add... ] [ Remove ]
Pemnizgions for OFClzers Allow Deny
Local Launch |
Remote Launch ]
Local Activation [
Remate Activation [

Leam about access control and permissions

[ oK || Cancel

Figure 26: Completed Group or User Account Permissions Settings

9. Repeat the process for all accounts that have been added. Then, click
OK.

6.3.1 Access Permissions

The Access Permissions window opens to default settings. Since we are
making the Application DCOM Secure, we only want certain accounts to
work with the application. For Kepware products, applications running
under the System Account (and local Administrators) must always have
permissions. Leave them as they are and remove the Interactive Account.

To set Access Permissions, follow the instructions below.
a. Click Customize to set local permissions.

b. Click Edit to set permissions for users.
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Access Permission @

Security

GI’CIUD ar user Names:

B2 5YSTEM
qa_ﬁ;:lministlatu:urs WMWARE-VISTA Administrators)

[ Add... ] [ Remove |
Permissions for SYSTEM Allow Deny
Local Access ]
Remote Access 0 |

Leam about access control and permissions

| ok || Cancel

Figure 27: DCOM Access Permissions Dialog
1. Repeat the previous steps to add and enable Access permissions for all
desired accounts and groups.

2. When finished, click OK.
Note: For a list of the groups and accounts that should always be used, refer to
Required Accounts and Groups for OPC.

3. Return to the Security tab and then click Apply to set all of the selected
permissions settings.

www.kepware.com 33 DCOM - Secure by Default




Kepware Communications Server V5 Properties @

Securty | Endpoits | Identiy

Launch and Activation Permissions

1 Usze Defautt

@ Customize

Access Pemissions

1 Use Defautt

@ Customize Edit

:

Configuration Pemissions

1 Use Default

@ Customize Edit .

Leam more about setting these properties.

OK || Concel || Aply |

Figure 28: Application DCOM Security Property Page

4. Close the application's Properties by clicking OK.

Note: DCOM Security has now been set for this application. The process
will need to be repeated for other applications that require Secure DCOM

Security.

6.4 Setting DCOM Security Open for All Applications

Some end users do not want to manage Secure DCOM Settings and would rather
open OPC DCOM Security wide. For more information on how this is completed,
refer to the instructions below.

6.4.1 Starting the DCOM Configuration Utility
To launch DCOM Configuration, perform one of the following tasks.

1. For KEPServerEX or LinkMaster click on the Launch DCOM Configuration
icon ¥ .
In the server, click Tools | Launch DCOM Configuration.

From the Start menu, type DCOMcnfg.exe in the run command and
then click OK.
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Note: Alternatively, open the Control Panel from the Start Menu and
then double-click on Administrative Tools. Then, click on Component

Services.

4. Double-click on Component Services and then selec
folder.

5. Expand the folder and locate My Computer.

“+ Componeni Services

t the Computers

= @ Component Services
PR Conouters fe=]
+ ] Event Viewer (Local) My Compuiter

+ Services (Local)

Figure 29: Global DCOM Settings for Local Computer

6.4.2 Opening the Computer's Properties
My Computer Properties will open to the General Tab.

My Computer Properties - _?Jﬁl

Default Protocols | MspIC | COM Secuity
Genesal |  optons | Default Fropesties

(=] FREDS_LAPTOP

Descriphion:

(1].4 I Cancel Sy

Figure 30: My Computer Properties — General Tab

Note: Click on the Default Properties tab.
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6.4.3 The Computer's Default COM Properties

The Default COM Properties dialog is used to enable or disable DCOM for the PC.
The PC's Default Authentication Level for COM and DCOM can also be specified in

this dialog.
Default Protocols | MSDTC | COM Secuity |
General | O ptions Default Properties

[ Enable Distributed COM on this computer
[ Enable COM Intemet Services on this computer
— Default Distributed COM Cammunication Properties
The Authentication Level specifies secunty at the packet level.

Drefault Authentization Lesel:

Connect j

The impergonation level specifies whether applications can determine
who 1z calling them, and whether the application can do operations
uzing the client'z identiby.

Drefault Impersanation Lewvel:

f1dentity =l

Security for reference tracking can be provided if authentication iz uzed
and that the default impersonation level iz not ananypmous.

[~ Provide additional security for reference tracking

(] I Cancel Apply

Figure 31: My Computer Properties — Default COM Properties Tab

1. Check Enable Distributed COM.
2. Leave the Authentication and Impersonation levels at the defaults.
3. Then, click on the COM Security tab.
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6.4.4 The Computer's COM Security

Set the Default COM security for the computer in the COM Security dialog. The
following steps demonstrate the order in which Security should be opened for
the computer.

Note: Each Permissions section has a Default and a Limits Edit button. These
are used to enable user groups and then limit permissions for certain users in
those groups. Since this is setting DCOM permissions for the entire computer,
ensure that all the users can access the applications.

My Computer Properkties ﬂil

aeneral | Optiohs | Default Properties |
Default Protocals | MSDTC COM Security

—Aocezs Permizsions

You may edit who iz allowed default access to applications. ou may
alzo zet limitz on applications that determing their own permissionz.

EdiLimts.. | Edit Default . |

— Launch and Activation Permizsions

You may edit who iz allowed by default to launch applications or
activate objects. v'ou may alzo zet limits on applications that
determine their own permissions.

Edit Limits. . Edit Defaulk...

0k Cancel Apply

Figure 32: My Computer Properties — Default COM Security Tab
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6.5 Access Permissions

To open the Access Permissions dialog, click Edit Defaults | Access

Permissions. Once open, several accounts and groups that were already
added should be visible.

Default S ecurity I

GTCIUD Or Usel names:

‘ Dromain Adming [FEPDOMAINYD omain Adming)
ﬁ Evervone
ﬂ Fred Loveless [FEPDOMAIMN fred] .
€7 NETWORK
ﬂ ~rir il
1 |
Add. | Remove |
Permiszions for Domain Admins Allowy Drerwy
Local Access a
Remaote Accezs O

OF. I Cancel

Figure 33: My Computer Properties — Global DCOM Access Permissions

1. To add a new group or account, click Add.

2. The Select Users, Computers, or Groups window will be invoked.

Select Users, Computers, or Groups

Select thiz object type:

ILlserS, Groups. or Bul-in security principals Object Types. .

From thizs location:

Ikepdumain.lucal Locations...

Enter the object namesz to zelect [examples]:

Check Hames

I

Advanced. | [k I Cancel |

5

Figure 34: User Account and Group Selection Dialog

3. Browse the available users list in order to locate the groups or accounts
that will be added.
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4. Next, click Advanced and then click Find Nowv.

select Users, Computers, or Groups

Frarm this locatiar:

kepdomain.local

Cammon Queries |

Mame: fStarts with ||

escription; IStarts with;l I

[T Disabled accounts
[ | Mon expiring password

Diays zince last logom: I "l

x|

Object Types... |
Locations... |

Colurnns. .. |
Firid M o |
Stop |

=

Hame [RDM] | E-Mail Address

| Description

| In Folder

Figure 35: User Account and Group Selection Dialog - Advanced

5. If on a Domain, a list of all the domain groups and accounts should be
visible. For a work group PC, a list of the Local Groups and Accounts
should be visible.

Note: If you have a Workgroup PC and are using an Account Login that
has been granted access rights to the domain, the domain can be
browsed in the Advanced window.
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Select Users, Computers, or Groups el

Select thiz abject twpe:

ILIsers, Groupsz, or Builtin zecurity principals Object Tupes..

Frar thiz location:

Ikepdomain.local Locations...

Common Queres |

M ame: IStarts withj I Columns...

Find Mow

Description; IStarts withj I

™ Dizabled accounts stop
™| Hon expitng passwond

[Mavs zince last logom: I 'l

& | i LL

0k I Cancel

|L_

Marme [FDM] | E-Mail Address | Description | I Folder |

ﬂ ntp MTP Service Ac...  kepdomain.local...

fﬂ OPCClignts kepdamain.local...

ﬁ OPCUszer kepdomain.lacal.. —
ﬂ OPCUszer2 kepdomain.local...

[ I o) e mim A =it Loim = ;I

Figure 36: User Account and Group Selection Dialog — Found Accounts

6. Next, select the accounts and groups that permissions will be given to
and then click OK.

Select Users, Computers, or Groups e B

Select thiz object type:

IUsers, Groupsz, or Buil-in zecurity principalz Obiject Types. ..

From thiz location:

Ikepdumain.lucal Locations...

Enter the object names to selact [examples]:

OPCClients Check Mames

i

(1] | Cancel |

P

Figure 37: User Account and Group Selection Dialog — Selected Group

7. Verify that all the desired accounts have been selected and then click OK.
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Access Permission I ﬂ}_l

Default Secuy |
Group of user names:
ﬁ Everyone il
€7 Fied Loveless [KEPDOMAIN'fred) J
€7 NETWORK
€7} OPCCiients (KEPDOMAIN\OPC Clients] .
ﬂ ~E I " I

add. | Remove |

Permissions for OPCChents Allow Dieny
Local Access & O
Remote Access O a

ak. Cancel

Figure 38: Global DCOM Access Permissions by Account or Group

8. Select an added account or group.

Note: When new groups and accounts are added, only Local Permissions
are enabled by default.

9. Click Remote Access to enable Remote Connectivity.

Access Permission || '1]‘_)5_]
Deefauit Securiy |
Group of user names:
ﬁ Everyone :J
£ Fied Loveless (KEPDOMAIM fed) J
€7 METWORK
ﬁ OPCChierts ([REPDOMAINVOPCClients)
i i
1 |
Permizsions for OPCChents Allows Deny
Local Access E O
Remole Access o a

| oK I Canecel

Figure 39: Completed Global DCOM Access Permissions
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10. Repeat the process until permission has been assigned to all of the groups and

accounts that were previously added.

11. To close the Default Access Permission window, click OK.

Note: Click the Access Permissions Edit Limits button.

6.5.1 Access Permission Limits

Now that DCOM security is enabled, you can limit what users can and cannot do.
This works the same way as setting the permissions, except that the permissions
are being accepted or denied as required by IT or Plant Mangement.

Note: All accounts are allowed unless otherwise specified using the Limit

parameter.

Access Permission

Security Limits |

GTCIUD ar Uzer names::

d

AMONYMOUS LOGOM
ﬁ Drarnain Adming [FEPDOMAINAYD omain Adming)
ﬁ Evervone

ﬂ Fred Loveless [FEPDOMAIMN fred)

Add... | Remove |
Permisgions for AMOMNYMOUS
LOGOM Alla Drerm
Local Access O
Remaote Access O
0K I Cancel

Figure 40: Global DCOM Access Permission Limits by Account or Group

1. Add or remove accounts to the Edit Limits list in the same manner as

when setting permissions.

Select each account or group and click to allow or deny permissions.

To close, click OK.

For Launch and Activation Permissions, click Edit.
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6.5.2 Launch and Activation Permissions

When the Access Permissions dialog opens, several Accounts and Groups that
were already added should be visible.

Default Secunty I

GTCIUD ar Usel names:

Adminigtrators [FREDS_LAPT OPYAdministrators]
ﬁ Drarnain Adming [FEPDOMAIMNYD amain Adming)

m Everyone

€7 INTERACTIVE

mhll_'r'.n'nnl/ i
4| | B

Add... | Remaove |

Permizzionz for Administrators Al Drerw

Local Launch
Femote Launch
Local Activation

HBEEE
Oooono

Remote Activation

(] I Cancel

Figure 41: My Computer Properties - Global DCOM Launch and Activation
Permissions

1. To add a new group or account, click Add.

2. Repeat the previous steps to add new groups and accounts.
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Default S ecurity |

GTDUD ar LIZer names:

ﬁ Evemone ;I

€7 INTERACTIVE

€7 NETWORK. J

ﬁ DPCClients [KEFDOMAINAIPCClients)

ﬁ CRATTER x

1| | B
Add... Remove |

Permizgions for OPCClients Allae Drerw

Local Launch
Femaote Launch
Local Activation

O0O0®
Oooono

Femaote Activation

Ok Cancel

Figure 42: Global DCOM Launch and Activation Permissions by Account or Group

3. Select an Account or Group.

Note: When new groups or accounts are added, only Local Permissions are
enabled by default.

4. Click Remote Launch and/or Activate to allow remote launch or
activate for this account or group.
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Default S ecurity |

GTDUD ar LIZer names:

ﬁ Evemone

€7 INTERACTIVE
€7 NETWORK.
€} OPCClients (KEPDOMAINYOPCClients)

N
ml"‘\)l""l'l_ll Jﬂ
]

< |

Add... | Remowve |
Permizgions for OPCClients Allae Drerw
Local Launch a
Femaote Launch O
Laocal Activation a
Femaote Activation O

Ok I Cancel

Figure 43: Completed Global DCOM Launch and Activation Permissions

5. Repeat the process until permission has been assigned to all of the groups and
accounts.
6. To close the Default Launch and Activation Permission window, click OK.

Note: Next, click the Launch and Activation Permissions Edit Limits
button.

6.5.3 Launch and Activation Permission Limits

Now that DCOM security, you now have the Option to limit what users can and
cannot do. This works the same way as setting the permissions did except that
you are allowing and denying those permissions as required.

Note: By default, all accounts are allowed unless otherwise specified with
the Limits settings.
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Security Limits |

GICILIIZI Or LIEEr name:.

Admiristrators [FREDS_LAPTOPAdministratars]
ﬁ Domain Adming [KEPDOMAIMNSDomain Adminz)

ﬁ Evernone
E Fred Lovelessz [FEPDOMAINAfred]

Add... | Remove |

Fermizzions for Administrators Billon Dery

Local Launch
Remote Launch
Local Activation
Remaote Activation

E & & &
OoOooo

0k, I Cancel

Figure 44: Global DCOM Launch and Activation Permission Limits

7. Add or remove accounts to the Edit Limits list as you did when setting
permissions.

8. Select each Account or Group and click to allow our deny permissions for
it.

9. Click OK to close.

Note: For a list of the groups and accounts that should always be used, refer to
"Required Accounts and Groups for OPC."
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10. Click Apply to set all of the newly configured COM Security settings.

My Computer Properkties ﬂil

General | Optiohs | Default Properties |
Default Protocals | MSDTC COM Security

—Accezs Permizsions

You may edit who iz allowed default access to applications. ou may
alzo zet limitz on applications that determing their own permizsionz.

Edit Lirnits. .. Edit Defaulk. ..

— Launch and Activation Permizsions

You may edit who iz allowed by default to launch applications or
activate objectz. v'ou may alzo zet limits on applications that
determine their own permizsions.

Edit Limits. . I Edit Defaulk...

0k Cancel Apply

Figure 45: My Computer Properties — COM Security

11.To close the My Computer properties window, click OK.
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7. Local Security Policies

In order for DCOM to work properly, some of the Local Security Polices will need
to be addressed. In managed networks, you will most likely need a Network or

IT administrator set the policy settings.

7.1 Opening the Local Security Policies Console
For information on accessing the Local Security Policy Console, follow the

instructions below.

1. In the Start menu, open the Control Panel. Then, double-click on

Administrative Tools.

M Administrative Tools

Fle Edt View Favorkes Tools Help | &
Qe - Q- (Y| Dmwcrily It | P X O]
_miumuamrm ERPER
Name ~ sice | Type [ Date Modfied |
| B Companent Services 2KB  Shortcut 8/11{2004 7:11 PM
'8 computer Management 2KB Shortout 3(23/2007 2:29 PM
33 Data Sources (ODBC) 2KB Shortcut 8/11/2004 7:15 PM
7| Evert Wiesser 2KBE Shortcut 372007 6:46 PM
&9 Local Security Policy 2KB Shortcut 3062007 11:15 &M
SnMicrosoft NET Framework 1.1 Configuration 1 KB Shortcut 8/11/2004 7:22 PM
Microsoft \NET Framework 1.1 Wizards 2KB Shortcuk 8f11/2004 7:22 PM
Performance ZKE Shorkcut B/11)2004 7:15 PM
£hn Services 2KB Shortcut 3/20/2007 10:42 AM
9 objects 126 KB | g My Computer -

Figure 46: Local Computer Administrative Tools

2. Next, double-click on Local Security Policy. This will invoke the
Microsoft Management Console for Security Settings.

Expand the Local Polices folder.

Select Security Options.
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o]
Fés  fxbion  View  Halp [
-» BxB2 _
a Sequrity Settings Polcy ¢ [Eaamsm:rq ¥
B _i Accourt Policies #E)Accounts: Adminkstrator account stabus Enabled
= () Local Poicies E)Accounts: Guest sccount status Dissbded]

it -_ﬂmp‘*? Bl Accounts: Limk lacal account use of blark passwords bo consols logon only Enablsd
"" :g User Rights Assignimer %iﬂcmmts: Fisname administrator account Admirestrator
] secusity Options: | Arcounts: Renams gusst account Guest
® me:*“ oty | EP Ruts At the access of gobal system cbjects Enabled
s 3' tas ﬂ‘:";_lm' & audt: Audk the use of Backup and Riestors peivisgs Disabled
g E{]m St diowny system immedistely if unabls to log security sudits Ditsabled
BE|DCOM: Machine Arcsss Restrictions in Secuty Descripbor Dsfinton Langus, .. Mok defirsd
EH]DCOM: Machine Laundh Festrictions in Security Descriptor Defintion Langua... Not defined
E¥]Devices: Alow undock without having ba kg on Enabled =
g Devices: Alowed bo Format and ejact removables mada Adkmiristrators
Etlbem:ers: Prervent users from instaling prinber dervers Disabled
E¥]Devices: Restrict CD-ROM sccess to localy logged-on user only Lrsatied
mbevite-s: Restrict floppy access to bealy kogged-on user anly Dosabdad
E]Dewos:!.hwﬂﬁwarrstﬂatmbﬁsam Warn bt alow st
E]Dc'mm:mtrnl:r: Ao server cperabors Lo schedule basks hick defined
.ﬁ]bmmcwtrnh:LﬂﬁPmmW1memmt; Hck defirad
:ﬂmﬂﬂncmt.rulﬁ: Refuse machine account password changes ot deefined
m[ha'nqnn-ﬂﬂ:cr: Dightaly encrypt or sgn sedure channel dats (shways) Erabiad
| Desnain masembee: Dagitaly ancrypt secure channel data {when possibls) Erahiad
uflbcﬂunn'-zﬂkf Cugtaly sign secure channel data (when possible) Eruabled
B Dernain meriber : Disable machine sccount passward charges [Hsabled
.Eﬂnmmmrm IMaodrniem machans scount password age 30 days
E] Domain meshber; Require strong (Windows 2000 or Laber) sesskan kay Bisabled
Eﬂ!rt:rachvebgm Display user information when the session s locked ot deelfiriad
"I I LI E ket b Oun vk darndan Laek orse s v :I

Fer adhdand

Figure 47: Local Security Settings

7.2 Everyone Permissions for Anonymous Users

This security setting determines what additional permissions are granted to
anonymous users when on the computer.

1. Scroll down the Security options list until “Network access: Let
Everyone permissions apply to anonymous users” is visible.

Next, double-click on it to open Properties.

This property is disabled by default. If setting up a secure system, this
should not be enabled.

Note 1: Windows allows anonymous users to perform certain activities, such as
enumerating the names of domain accounts and network shares. This is
convenient, for example, when an administrator wants to grant access to users
in a trusted domain that does not maintain a reciprocal trust. By default, the
Everyone Security Identifier (SID) is removed from the token created for
anonymous connections. Therefore, permissions granted to the Everyone group
do not apply to anonymous users. If this option is set, anonymous users can
only access those resources for which they have been given permission.
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Note 2: If this policy is enabled, the Everyone SID is added to the token created
for anonymous connections. In this case, anonymous users are able to access
any resource for which the Everyone group has been given permissions.

Metwork access: Let Everyone permissions appl 2l
Local Securnty Setting | E xplain This Setting |
g.'.. Metwork, access; Let Everpone pemiszions apply to anonymous
a‘[’ LIzErs
% Enahled
" Disabled
0k, I Cancel Apply

Figure 48: Local Security Settings — Let Everyone Permission Apply to

Anonymous Users - Enabled

4. Check the setting that is required for this particular setup.

5. Click OK.
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7.3 Sharing Model for Local Accounts
This next setting must be set regardless of which type of DCOM is being setup.

1. Scroll down the list until “Network access: Sharing and security
model for local accounts” is visible.

Double-click on it to open Properties.

This setting is set to “Local users authenticate as Guest" by default.
For safety reasons, the Guest account should always be disabled on any
PC on the plant floor.

Note 1: This security setting determines how network logons that use Local
accounts are authenticated. If this setting is set to Classic, the network logons
that use local account credentials authenticate by using those credentials. If this
setting is set to Guest Only, the network logons that use Local accounts are
automatically mapped to the Guest account.

Note 2: The Classic and Guest Only models provide different levels of control
over access to resources. By using the Classic model, different types of access
can be granted to different users for the same resource. By using the Guest Only
model, all users are treated equally. All users authenticate as Guest, and all
receive the same level of access to a given resource (which can be either Read
Only or Modifty).

Metwork access: Sharing and security mode 2l
Local Securnty Setting | Explain This Setting I

.4 Metwork access: Sharing and security model for local accounts

gﬁ:

II:Iassic - lozal uzers authenticate az themselves "|

0k, I Cancel Apply

Figure 49: Local Security Settings — Sharing and Security Model Set to Classic
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4. Next, select the “Classic: Local users authenticate as themselves"
setting.

5. To close, click OK.

Important: With the Guest Only model, any user who can access the computer
over the network (including anonymous internet users) can access the shared
resources. Thus, to protect the computer from unauthorized access, use the
Internet Connection Firewall (ICF) or another similar device. Similarly, when
using the Classic model, local accounts must be password protected. Otherwise,
those user accounts can be used by anyone in order to access shared system

resources.

8. Firewalls

Firewall settings are the last that need to be considered. The example below will
demonstrate what settings to use if the Windows Firewall is set. You will need to
consider the same settings for 3™ party firewall software or for firewall

hardware.

8.1 The Windows Firewall
1. To open the Windows Firewall, open the Control Panel.

2. Double-click on Windows Firewall in order to open the Firewall
Properties window.

%= Windows Firewall x|

General I Exceptions | Advanced |

Firewall iz helping to pro

Windows Firewall helps protect pour computer by preventing unauthonzed users
from gaining access to your computer through the [ntemet ar a netwark,

@ {* On [recommended)

Thiz zetting blacks all autzide sources fram connecting to this
computer, with the exception of thogze zelected on the Exceplions tab.

[~ Don't allow exceptions

Select thiz when you connect o public netwaorkz in less secure
lozations, such az airportz. vou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighored.

@ i~ Dff [not recommended]

Avoid wzing this setting. Turming off Windows Firewall may make this
computer more vulherable to viruzes and intruders.

Windows Firewall iz uzing your damain zettings.

Wwhat elze zhould | know about *Windows Firewall?

(] I Cancel

Figure 50: Windows Firewall Settings - General Tab - Enabled
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1. If connections can be made to the outside world, make sure to turn the
Firewall On.

2. If the network is protected from the outside world, the Firewall can be
safely turned Off.

%= windows Firewall x|

General I E:-:c:eptiunsl .ﬁ.dvancedl

Firewall iz helping to protec

Windows Firewall helpz protect your computer by preventing unauthonzed uzers
fram gaining access bo your computer through the Intemet or a netwaork.

@ " On [recommended]

Thiz zetting blocks all outzide zources from connecting to this
computer, with the exception of thoze zelected on the Excephons tab.

[”| Don't allow exceptions
Select thiz when you connect to public netwark s in less secure
lozationz, such az airportz. *r'ou will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
jonored.

@ = Dff [not recommended]

Avaid uzing this setting. Turning off Windows Firewall may make this
computer more vulherable to viruzes and intruders.

Windows Firewall iz uzing your domain zettings.

What elze should | know about Windows Firewal?

(1] I Cancel

Figure 51: Windows Firewall Settings - General Tab - Disabled

3. If the Firewall is turned on, exceptions will need to be set in order to
allow DCOM connections and application to connect through it.
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8.2 Firewall Exceptions

4. To set exceptions, click on the Exceptions tab.

Note: Exceptions set in the Firewall specify which applications can
connect through it and what TCP and UDP Ports can pass traffic through
it. Every application or port enabled is a potential hole in the security,
however, and so use caution when setting exceptions.

%= Windows Firewall

General Exceptions I Advanced I

‘Windows Firewall iz blacking mcaming netwark connechons, except far the
programs and services zelected below. Adding exceptions allows some programs

to work, better but might increase pour security nisk.

Programs and Services:

M ame

AccuRew

Altarva Licenze Metenng Part [TCP)
Altova License Meterng Port [UDP)
DCOM

DSLaunch 5

Eventyiewer

File and Printer Sharing

FileZilla

INSOPCServer

1515 Metwark Server

X

iSMIP Cormmunicatar LI
Add Program... Add Part... | ITI Delete |
W Dizplay a notification when “Windows Firewall blocks a program
Wihat are the risks of allowing exceptions?
ok, Cancel

Figure 52: Windows Firewall Settings — Exceptions Tag
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8.2.1 Adding a Program to the Exception List
To add a program to the Exception list, follow the instructions below.

1. Click Add Program.
2. Browse the PC's list of available programs.

Add a Program x|

To allow communizations with a program by adding it to the Esceptions list,
zelect the program. or click Browse to zearch for one that is not listed.

.-’-'mimatiun Shop
ﬁ.-’-‘«utuLlpdate
@Tﬁ' Bluetoath Infarmation Exchanger
= Bluetooth Settings

©)Clocx

@ Configuration Litilkiy

[ Configure COM Call Tracing

‘L. CopyTranz Contral Center

) Creatar Home: ;I

Path: IE:'\F‘ngram FileswWave Systerns CorphSecunt Browse... |

Change scope... | 0K I Cancel |

Figure 53: Add Program List of Local Programs for Program Firewall Exceptions

3. Once the desired program is located, click on it and then click OK to add
it to the list.

8.2.2 Add a Port to the Exception List
To add a port to the Exception list, follow the instructions below.

1. Click Add Port.

x

ze theze zettingz to open a port through Windows Firewall. To find the port
number and protocol, conzult the docurmentation for the program or service you
want o use,

Mame: I

Fart number: I

= TCP = UDP

Wwhat are the rizks of opening a port?

Change scope... | [E I Cancel

Figure 54: Add TCP/UDP Port Firewall Exceptions
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2. In the Add Port dialog, specify the port's name.
3. Next, specify the Port number.
4. Specify whether it is a TCP or UDP port.

x

Uz theze zettings to open a port thraugh YWindaws Firewall. Ta find the port
number and pratocaol, conzult the docurmentation for the program or service you
want o use,

Marmne: IDEDM

Part number: I1 k|

&+ TCP ¢ uDp

Wwhat are the rizks of opening a port?

Change scope.. | 0k I Cancel

Figure 55: Firewall Exception for DCOM

5. In this example, DCOM Port 135 has been added.
6. Click OK to finish.

Note: Once a program or port has been added, it can be disabled again
by simply unchecking it in the Exception list.

8.2.3 Kepware Programs and Ports for the Exception List

The table below displays the Kepware programs and ports that may need to be
added to the Exception list.

Programs Ports

Servermain.exe - KEPServerEX 4.0 TCP Port 135 DCOM
TCP Port S6233 - KEPServerEx 5.0
Event Log

OPCQuickClient, exe TSP Port 32390 - KEPServerER 5.0

Configuration Mility

LinkMaster, exe

RedundancyMaster exe

Sarver_runtime.exe - KEPSarverEX 5.0

OPCERUm.exe

Table 4: Programs and Ports that Should Be Added to the Firewall Exception List
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9. Required Accounts and Groups for OPC

The table below displays the groups and accounts are usually required for OPC to
work on Domains or Work Groups.

Account or Group Purpose

Sustarn Thiz iz the default account that many applications running
as a service will run under. OPCEnum.exr, which is used by
all OPC applications to browse for and access applications
on rermote PCs, runs under this account, Whether uzing an
open o secure setup, thiz account should have local and
remnote access, launch and activation permissions.

Local Administratar Local access, launch and activation permissions should
always be given to this account.

Everyone Thiz account/group is uzed in wide open DCOM to enable
access for all users,

Metwork Users This iz used in Workgroups to aid remote users in
connecking.

Table 5: Required Accounts and Groups for OPC

10. Summary

You should now understand how to configure the Distributed Component Object Model
(DCOM) for use with OPC clients and servers, as well as how to achieve security using
DCOM Security. For questions regarding the OPC portion of this DCOM configuration
project, contact Kepware Technical Support via e-mail at
Technical.Support@kepware.com, via phone at 1-207-775-1660 x211 or via our
Technical Support feedback form on www.kepware.com.
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